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System V IPC and POSIX Shared Memory 
lack flexibility and offer limited memory 
protection. Some shortcomings include:

- Coarse-grained, page-based protection
- Protection based on UID not process
- Access rights cannot be delegated
- No seamless integration for safe DMA

Process that wants to share memory 
creates a grant table, builds a memory
grant, and sends index to other party: 
(proc ID, grant ID) identifies the grant.

Recipient of a memory grant must call 
the kernel in order to perform privileged 
grant operations. Kernel validates the 
access rights and performs the request.

Definition of API and implementation
of operations are a work in progress:

- Grant creation and revocation
- Memory copying
- Memory mapping
- Direct memory access (DMA)
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Take-home Messages

- Memory grants are a novel alternative
  to existing memory protection models.
- Precise per-proces access control for 
  byte-granularity memory regions. 
- Used in MINIX 3 to protect against 
  memory corruption by buggy drivers.


